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ICS-CERT Report June 28 2012
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Figure 1. ICS-CERT incident response trends data.

http://www.us-cert.gov/control_systems/pdf/ICS-
CERT _Incident_Response_Summary_Report_09_11.pdf
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Figure 4. Incident reports by sector (2011).
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IEC62443

ISA

Refsrence Draft 1EC Reference Title Owner Status Comments
s o nins Gap assessment of ANSI/ISA-99.02.01-2009 WG5S Approved
. B ; IEC/TS 62443- : Published, Current edition published as ANSI/ISA-
ISA-62443-1-1 | Link 1-1 Terminology, concepts and models WG3 Under Revision |99.00.01-2007
ISA-T:L_ 522443' Link IEC}T};‘_SIM} Master glossary of terms and abbreviations WG3 Proposed Content is under development on the Wiki
I § . ! Under
ISA-62443-1-3 | Link | 1EC 62443-1-3 | System security compliance metrics WG4 Deselotiment
isa-62443-1-4 | N/A IEC{Titsz} TACS security life cycle and use case TBD Proposed
; IACS security management system - Published, Current edition published as ANSI/ISA-
ISA-62443-2-1 | Link | IEC 62443-2-1 | o, 7 irements we2 Under Revision |99.02.01-2009
= e . .- TACS security management system -
ISA-62443-2-2 | Link | IEC 62443-2-2 Tmplemerntation guitarice WG2 Proposed
ISA-T;.532443- Link IECIT?_?“} Patch management in the IACS environment WGE Proposed
N e .. |Certification of IACS supplier security policies IEC Proposed as a national modification to the
ISA-62443-2-4 | NfA | IEC 62443-2-4 and practices TCE5/WG10 Proposed IEC standard.
ISA-T;.EEMS " | Link IEC”?_?“B' Security technologies for IACS WG1 Published %‘;’; %?;Enggogubhshad 25 ANSUTSA:
: Security assurance levels for zones and Under
ISA-62443-3-2 | Link | IEC 62443-3-2 | ooy e WG4 Bevalotmant
; System security requirements and security : z
ISA-62443-3-3 | Link | IEC 62443-3-3 assurance levels WG4 Approved Previously numbered ISA-99.01.03
. . u
ISA-62443-4-1 | Link | IEC 62443-4-1 |Product Development Requirements WG4 Dy e?::r:'. ant
ISA-62443-4-2 | Link | 1EC 62443-4-2 Technical security requirements for IACS WG4 Under

components

Development

N/A - These work products are not yet available,

http://isa99.isa.org/ISA99%20Wiki/WP_List.aspx
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SAL:SecuritX assurance levels

SAL 1 - Prevent the casual or coincidental circumvention of zone and conduit segmentation systems

SALL—Y —2 AT (AoT) Oz ML —3E LET7ANY—94— L) DB TR GZELIBERD—BIZ L
BDPFENSHIES R T LEESTLESLY,

SAL 2 - Prevent the intended circumvention of zone and conduit segmentation systems by entities using
simple means with low resources, generic skills and low motivation

SAL—{EER. — MG HM BV EME DT CTEMGFEREZERAL TV AEREZE T 4EMICL>T. V—
j/E&/ ﬁ»(r?_gf‘zv_-'ﬁ)r/ MEIL—2B LKET7AVY—04— L) REITERSN - ENOHIE AT LZE
EoTI=EbyY,

SAL 3 - Prevent the intended circumvention of zone and conduit segmentation systems by entities using
sophisticated means with moderate resources, system specific skills and moderate motivation.
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LT =V ENAT (A TIDIUMIN—EELET7AVY—04— L) BEITERSN - IHENS
HlE S R T LTS TSN,
SAL 4 - prevent the intended circumvention of zone and conduit segmentation systems by entities using
sophisticated means with extended resources, system specific skills and high motivation.
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SAL: Security assurance levels & ISA Secure EDSA:
Embedded Device Security Assurance
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Software Development Security Assessment
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ISASecure EDSA Conformance Scheme Definition Documents

http://isasecure.org/Certification-Program/ISASecure-
Program-Description.aspx
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